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1 EXECUTIVE SUMMARY

Numen Cyber Technology was engaged by Filswan to review smart contract
implementation. The assessment was conducted in accordance with our systematic
approach to evaluate potential security issues based upon customer requirement.
The report provides detailed recommendations to resolve the issue and provide

additional suggestions or recommendations for improvement.

Five high severities findings are related to DAO_Role authority, Business Issues and

Oracle Issues. In addition, there is also 1 Informational finding.

The outcome of the assessment outlined in chapter 3 provides the system's owners
a full description of the vulnerabilities identified, the associated,risk rating for each
vulnerability, and detailed recommendations that.will fesolve the underlying technical

issue.

METHODOLOGY
To standardize the evaluation, we define the following terminology based on OWASP
Risk Rating Methodology [10] which jis the gold standard in risk assessment using

the following risk models:

e Likelihood: represents how likely a particular vulnerability is to be uncovered
and exploited in'the wild.

e _Impact: measures the technical loss and business damage of a successful
attack.

e Severity: determine the overall criticality of the risk.

Likelihood and impact are categorized into three ratings: High, Medium and Low.
Severity is determined by likelihood and impact and can be classified into four

categories accordingly, Critical, High, Medium, Low shown in table 1.1.
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Risk Matrix

Information Low Modium

IMPACT

LIKELIHOOD

Table 1.1: Overall Risk Severity

To evaluate the risk, we will be going through a list.of items, and each would be
labelled with a severity category. The audit was performed with a systematic
approach guided by a comprehensive assessment list\carefully designed to identify
known and impactful security issues. If our tool or_analysis does not identify any
issue, the contract can be considered safe regarding the assessed item. For any
discovered issue, we might further deploy.contracts on our private test environment
and run tests to confirm the findings? If necessary, we would additionally build a PoC
to demonstrate the possibility of exploitation. The concrete list of check items is
shown in Table 1.2.

e Basic Coding Bugs: We first statically analyze given smart contracts with our

proprietary static code, analyzer for known coding bugs, and then manually

verify (reject or.confirm) all the issues found by our tool.

e{ Code and business security testing: We further review business logics,
examine system operations, and place DeFi-related aspects under scrutiny to

uncover possible pitfalls and/or bugs.

e Additional Recommendations: We also provide additional suggestions
regarding the coding and development of smart contracts from the perspective

of proven programming practices.

Category Assessment Item
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Basic Coding

Assessment

Apply Verification Control

Authorization Access Control

Forged Transfer Vulnerability

Forged Transfer Notification

Numeric Overflow

Transaction Rollback Attack

Transaction Block Stuffing Attack

Soft fail Attack

Hard fail Attack

Abnormal_ Memo

Abnormal Resource Consumption

Secure Random Number

Advanced Source

Code Scrutiny

Asset Security

Cryptography Security

Business Logic Review

Source Code Functional Verification

Account Authorization Control

Sensitive Information Disclosure

Circuit Breaker
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Blacklist Control

System API Call Analysis

Contract Deployment Consistency Check

Additional Semantic Consistency Checks

Recommendations , ,
Following Other Best Practices

Table 1.2: The Full List of Assessment ltems

To better describe each issue we identified, we categorize the findings with Common
Weakness Enumeration (CWE-699) [14], which is a community-developed list of
software weakness types to better delineate, and organize weaknesses around

concepts frequently encountered in software development.
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2 FINDINGS OVERVIEW

2.1 PROJECT INFO AND CONTRACT ADDRESS

Project Name: Filswan

Project URL: https://mcs.filswan.com/

Audit Time: 2022/10.31 - 2022/12.9

Language: solidity

Source Code Link

Commit Hash

https://github.com/filswan/multi-
chain-storage/tree/main/on-

32c445386a1e154dc0b99d130a922a742b78c
74c

chain

2.2 SUMMARY

Severity Found

Critical 0

High 5 H E B Em
Medium 0

Low 0

Informational

2.3 KEY FINDINGS
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Five high severities findings are related to DAO_Role authority, Business Issues and

Oracle Issues. In addition, there is also 1 Informational finding.

ID Severity Findings Title Status Confirm
NVE- . — : :
001 High DAQO_Role vote verification Fixed Confirmed
NVE- . Function parameter pass-in )
002 High security Ignored Confirmed
NVE- . : : :
003 High LockFee Fee Calculation Fixed Confirmed
NVE- . Vulnerability of refund . ,
004 High function Fixed Confirmed
NVE- High Data_sg_urce information Fixed Confirmed
005 acquisition
NVE- : ,
006 Informational | Out of gas Ignored Confirmed

Table 2.1: Key Audit Findings
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3 DETAILED DESCRIPTION OF FINDINGS

3.1 DAO_ROLE VOTE VERIFICATION

ID: NVE-001 Location: FilswanOracleV2.sol
Severity: High Category: Authority Issues
Likelihood: High

Impact: High

Description:

As shown in Figures 1 and 2 below, the users with DAO _Role permissions can call the
signCarTransaction function to vote. According to the design of the project party, at least 3 of
4 DAO_Role users required vote to pass. However,-one signle user with DAO_Role
permission can repeatedly vote to reach the threshold by calling the signCarTransaction

function and the signHash function, whigh cause a serious permission security issue.
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function signCarTransaction(
string[] memory cidlist,
string memory dealld,
string memory network,
address recipient
) public onlyRole(DAO_ROLE) {
string memory key = concatenate(dealld, network);

require(
txiInfoMaplkeyl[msg.sender].flag == false,
"You already sign this transaction”

)i

txInfoMaplkey][msg.sender].recipient = recipient;

txInfoMaplkey][msg.sender].flag = true;

txInfoMaplkey][msg.sender].cidlist = cidList;

txInfoMap[keyl[msg.sender].signer = msg.sender;

txInfoMap[keyl[msg.sender].timestamp = block.timestamp;
[k

txInfoMap[key][msg.sender].blockNumber = block.number;

bytes32 voteKey = keccak256(
abi.encodeWithSignature(
*f(string,string,address,string[])",
dealld,
network,
recipient,
cidList

——y
Figure 1 signCarTransaction function
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function signHash(string memory dealld, string memory network, address recipient, bytes32 voteKey) public onlyRole(DAO_ROLE) {
string memory key = concatenate(dealld, network);

txVoteMap[voteKey] = txVoteMap[voteKey] + 1;
if(txinfoMap[key][msg.sender].signStatus == 0){
if (tx\VoteMap[voteKey] >= _threshold
&& filinkAddress != address(0)
M
cidlistMap[key] = txInfoMap[keyl[msg.sender].cidList;
FilinkConsumer(_filinkAddress).requestDealInfo(dealld, network);
}
}
// todo: add check total count of cid list and do chianlink requestDeallnfo
emit SignHash(dealld, network, recipient, voteKey);

}

function f(string memory s1,string memory s2,address a1,string[] calldata sa) public{

Figure 2 signHash function

Recommendations:

Numen Cyber Lab recommends to delete the signHashifunction or modify the

function logic.
Result: Pass
Fix Result:

Fixed
The fixed code is as follows:
® Deleted the signCarTransaction function.

® Modified the sighhash function

function signHash(string memory dealld, string memory network, address recipient, bytes32 voteKey) public onlyRole(DAO_ROLE) {
string memory key = concatenate(dealld, network);

// a user CANNOT vote again

require(luserVotedMap[voteKey][msg.sender], 'you already signed this hash’);
userVotedMap[voteKeyl[msg.sender] = true;

txVoteMap[voteKey] = txVoteMap[voteKey] + 1;

// if all batches are signed
if(txInfoMaplkeyl[msg.sender].signStatus == 0){
if (txVoteMap[voteKey] >= _threshold
&& _filinkAddress = address(0) &&
voteKeyCidListMap[voteKey].length > 0
I
cidListMaplkey| = voteKeyCidListMap[voteKey];
FilinkConsumer(_filinkAddress).requestDealInfo(dealld, network);
}

}
// todo: add check total count of cid list and do chianlink requestDealInfo
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3.2 FUNCTION PARAMETER PASS-IN SECURITY

ID: NVE-002 Location:SwanPayment.sol
Severity: High Category: Business Issues
Likelihood: High

Impact: High

Description:

As shown in Figure 3 below, when an user calls the lockTokenPayment function, he

can structure the parameters to bypass the “require” judgement in the contract and

execute the function. This will cause exceptions when _voting for transaction.

tunction lockTokenPayment(lockPaymentParam calldata param)
public
override
returns (bool)

require(
ltxMap[param.id]._isExisted && !txCarMap[param.id]._isExisted,
"Payment of transaction is already locked"

)i

require(
param.minPayment > 0 && param.amount > param.minPayment,
"payment should greater than min payment”

)i

require(
IERC20(_ERC20_TOKEN).allowance(msg.sender, address(this)) > =
param.amount,
"please approve spending token"
)
|[ERC20(_ERC20_TOKEN).transferFrom(
msg.sender,
address(this),
param.amount

)

Figure 3 lockTokenPayment function
Confidential
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Recommendations:

Numen Cyber Lab recommends to modify the code logic.

Result: Pass
Fix Result:

Ignore(After communicating with the project party, it will be validated in the backend

and will not vote on invalid transactions).

3.3 LOCKFEE FEE CALCULATION

ID: NVE-003 Location:SwanPayment.sol
Severity: High Category: Business Issues
Likelihood: High

Impact: High

Description:

As shown in Figure 4 below, the project party will fail to withdraw the storage fee for
the specified dealld while the usér does not transfer enough amount or the FIL price

has significant floating in a short period of time.

Confidential
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if (serviceCost > 0) {
OKenAmount = IFricereed_pricereed).consul |

_ERC20 _TOKEN,

serviceCost
"i.-
uint256 size = 0;
for (uUint8 i = 0; i < cidList.length; i++) {

TxInfo storage t = txCarMap[cidList[il];

if (It._isExisted) {

continue;
}else {
size += tsize;

require(size > 0, "file size should be greater than 0");

uint256 unitPrice = tokenAmount / size;
for (uint8 i = 0; i < cidList.length; i++) {
TxInfo storage t = txCarMap[cidList[i]];
if(t.copyLimit == 0) continue;
uint256 cost = unitPrice * t.size;

tlockedFee = t.lockedFee - cost:

t.copylLimit = t.copyLimit - 1;

if (t.lockedFee < 0) {
t.lockedFee = 0;

}
t._iskxisted = (t.lockedFee > 0);

Figure 4 Part of code of unlockCarPayment function

Recommendations:

Numen Cyber Lab recommends to modify the code logic.

Result: Pass

Fix Result:

Confidential
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Fixed(After communicating with the project party, under certain circumstances, when
the user Lockfee is insufficient, the excess fee will be borne by the project party).

The fixed code is as follows:

uint256 unitPrice = tokenAmount / size;
for (uint8 i = 0; i < cidList.length; i++) {
TxInfo storage t = txCarMap[cidList[i]];
if(t.copyLimit == 0) continue;

uint256 cost = unitPrice * t.size;

if (t.lockedFee < cost) {
tlockedFee = 0;
} else {
tlockedFee = tlockedFee - cost:
}
t.copyLimit = t.copyLimit - 1;

t._isExisted = (t.lockedFee > 0);

3.4 VULNERABILITY/OF REFUND FUNCTION

ID: NVE-004 Location: SwanPayment.sol
Severity: High Category: Business Issues
Likelihood: High

Impact: High

Description:

As shown in Figure 5 below, the project party will fail to withdraw the storage fee
while the user withdraws the storage fee advance, in the case that user has

submitted the storage request and the Dao_Role has finished vote processing.
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function refund(string[] memory cidList) public {
for (uint8 i = 0; i < cidList.length; i++) {
TxInfo storage t = txCarMap|cidList[i]];
if (t._isExisted) {
t._isExisted = false;
if (t.lockedFee > 0) {
|IERC20(_ERC20 TOKEN).transfer(t.owner, tlockedFee):
emit Refund(cidList[i], t.owner, tlockedFee);

}

Figure 5 refund function

Result: Pass
Fix Result:

Fixed

The fixed code is as follows:

function refund(string[] memory cidList) public {
for (uint8 i = 0; i < cidlistlength; i++) {
TxInfo storage t = txCarMap([cidList[i]];
if (t._isExisted && blocktimestamp > t.deadline};{
t._isExisted = false;
if (t.lockedFee > 0) {
|[ERC20{_ERC20_TOKEN).transfer(t.owner, tlockedFee);
emit Refund(cidList[i], t.owner, t.lockedFee);

o
)

3.5 DATA SOURCE INFORMATION ACQUISITION

ID: NVE-005 Location: FilinkConsumer.sol

Severity: High Category: Oracle Issues

Confidential

15



Likelihood: High

Impact: High

Description:

As shown in Figure 6 below, the storage price during contract proceeding is related
to external data source, which is using HTTP protocol. The project party might
encounter data source security issues in data pragmaticality, data security and data

accuracy.

function requestDealInfo(string calldata deal, string calldata network) public returns (bytes32 requestid) {
require(mapDealPrice[deal] == 0, "deal price is already on-chain, call getPrice(deal)");

Chainlink.Request memory request = buildChainlinkRequest(jobld, address(this), this.fulfill.selector);

// <deal>?network=<network>
string memory tmp = concatenate(deal, "?network=");
string memory params = concatenate(tmp, network);

string memory key = concatenate(deal, network);

Ill,Ut'k

* GET http://35.168.51.2:7886/deal/<deal > ?network= <network>

* ex. GET http://35.168.51.2:7886/deal /1234567 network=filecoin_calibration, data.deal.storage_price = 8294400600825600
*

request.add("get”, concatenate("http://35.168.51.2:7886/deal/", params));

request.add("path”, "data,deal,storage_price");

request.addint(times’, 1);

bytes32 id = sendChainlinkRequestTo{oracle, request, fee);
mapRequestDeal[id] = key;

return id;
Figure 6 requestDeallnfo function

Result: Pass
Fix Result:

fixed(After communicating with the project party, they will ensure the safety of

information from external data sources).

The fixed code is as follows:
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function requestDeallnfo(string cal!data-deal, string calldata r;et\,;vork) puEJIic returns (bytes32 requestld) {

require(mapDealPrice[deal] == 0, "deal price is already on-chain, call getPrice(deal)");
Chainlink.Request memory request = buildChainlinkRequest(jobld, address(this), this.fulfill.selector);

// <deal>?network=<network>
string memory tmp = concatenate(deal, "?network=");
string memory params = concatenate(tmp, network);

string memory key = concatenate(deal, network);

/de

* GET https://flink-adapter.filswan.com/deal/ <deal>?network= <network>

* ex. GET https:/flink-adapter filswan.com/deal/123456?network=filecoin_mainnet, data.deal.storage_price = 42855481110
*

request.add("get”, concatenate("https://flink-adapter filswan.com/deal/", params));

request.add("path”, "data,deal,storage_price");

request.addint(‘times’, 1);

bytes3?2 id = sendChainlinkRequestTo(oracle, request, fee);
mapRequestDeal[id] = key;

return id;

3.6 OUT OF GAS

ID: NVE-001 Location: FilswanOracleV2.sol
Severity: Informational Category: Business Issues
Likelihood: Informational

Impact: Informational

Description:

As shown'in, Figure 7 below, when DAO_Role calls sign to vote, if the incoming

cidList isitec long, it will cause insufficient gas.
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function sign(string memory dealld, string memory network, string[] memory cidList, uint8 batchNo) public onlyRole(DAO _ROLE) {
string memory key = concatenate(dealld, network);

require(txinfoMap[key][msg.sender].flag, "no presign”);
require{txinfoMap[key][msg.sender].batch > batchNo, "wrong batch No");

uint256 bitStatus = 1<<batchNo;//2

require{(bitStatus & txInfoMaplkey][msg.sender].signStatus) == bitStatus, "already signed the batch");//287
txInfoMap key][msg.sender].signStatus = txinfoMaplkey][msg.sender].signStatus * bitStatus;

txInfoMap key][msg.sender].batchCidList[batchNo] = cidList;

if(txiInfoMaplkey][msg.sender].signStatus == 0){ // all signs are done.

for(uinti = 0;i < txInfoMaplkey][msg.sender].batch; i++){
for(uint j = 0; j < txInfoMap[key][msg.sender].batchCidList[i].length; j++){
// todo: add existed check?
if(lcidMaplkey][msg.sender][txInfoMap[key][msg.sender].batchCidList[i][j]]){
cidMap[keyl[msg.sender][txInfoMaplkey][msg.sender].batchCidList[il[j]] = true;
txInfoMap[key][msg.sender].cidList.push(txInfoMap[key][msg.sender].batchCid List[i][j1)
|

// txinfoMap[key][msg.sender].cidList.push(txinfoMap[key][msg.sender].batchCidList[i][j]);

Figure 7 sign function

Result: Pass
Fix Result:

Ignore(After communicating with the, project party, the function is called for

DAQO_Role and will not pass in too long cidList).
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4 CONCLUSION

In this audit, we thoroughly analyzed Filswan’s smart contract implementation. The
problems found are described and explained in detail in Section 3. The problems
found in the audit have been brought up to the project party, ignored issues are in line
with the project design, and permissions are only used for the project to properly
function. We therefore deem the audit result to be a PASS. To improve thisireport, we
greatly appreciate any constructive feedbacks or suggestions, on our methodology,

audit findings, or potential gaps in scope/coverage.
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5 APPENDIX

5.1 BASIC CODING ASSESSMENT

5.1.1 Apply Verification Control

= Description: The security of apply verification
= Result: Not found
= Severity: Critical

5.1.2 Authorization Access Control

= Description: Permission checks for external integralfunctions
= Result: Not found
= Severity: Critical

5.1.3 Forged Transfer Vulnerability

= Description: Assess whether there is a forged transfer notification vulnerability
in the contract

= Result: Not found

= Severity: Critical

5.1.4 Transaction Rollback Attack

» Description: Assess whether there'is transaction rollback attack vulnerability in
the contract.

= Result: Not found

= Severity: Critical

5.1.5 Transaction Block Stuffing Attack

= Description: Assess whether there is transaction blocking attack vulnerability.
= Result: Not found
= £ Severity: Critical

5.1.6 soft fail Attack Assessment

= Description: Assess whether there is soft fail attack vulnerability.
= Result: Not found
= Severity: Critical

5.1.7 hard fail Attack Assessment

= Description: Examine for hard fail attack vulnerability
= Result: Not found
=  Severity: Critical

5.1.8 Abnormal Memo Assessment
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= Description: Assess whether there is abnormal memo vulnerability in the
contract.

= Result: Not found

= Severity: Critical

5.1.9 Abnormal Resource Consumption

= Description: Examine whether abnormal resource consumption in contract
processing.

= Result: Not found

=  Severity: Critical

5.1.10 Random Number Security

= Description: Examine whether the code uses insecure random number.
= Result: Not found
= Severity: Critical

5.2 ADVANCED CODE SCRUTINY

5.2.1 Cryptography Security

= Description: Examine.for'weakness in cryptograph implementation.
= Results: Not Found
= Severity: High

5.2.2 Account Permission Control

= Description: Examine permission control issue in the contract
= Results: Not Found
»{_Severity: Medium

5.2.3 Malicious Code Behaviour

= Description: Examine whether sensitive behaviour present in the code
= Results: Not found
= Severity: Medium

5.2.4 Sensitive Information Disclosure

Confidential
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= Description: Examine whether sensitive information disclosure issue present

in the code.
= Result: Not found
= Severity: Medium

5.2.5 System API

= Description: Examine whether system API application issue present in the

<

code
= Results: Not found
=  Severity: Low
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6 DISCLAIMER

This report is subject to the terms and conditions (including without limitation,
description of services, confidentiality, disclaimer and limitation of liability) set forth in
the Services Agreement, or the scope of services, and terms and conditions provided
to the Company in connection with the Agreement. This report provided in
connection with the Services set forth in the Agreement shall be used by the
Company only to the extent permitted under the terms and conditions setiforth in the
Agreement. This report may not be transmitted, disclosed, referred teonrelied upon

by any person for any purposes without Numen’s prior written consent:

This report is not, nor should be considered, an “endorsement® or “disapproval” of
any particular project or team. This report is not, nor should be considered, an
indication of the economics or value of any “product” or “asset” created by any team
or project that contracts Numen to perform a security assessment. This report does
not provide any warranty or guarantee regarding the:absolute bug-free nature of the
technology analyzed, nor do they provide any indication of the technologies

proprietors, business, business model or legal’compliance.

This report should not be used in.any way to make decisions around investment or
involvement with any particular project. This report in no way provides investment
advice, nor should bedeveraged as investment advice of any sort. This report
represents an extensive assessing process intending to help our customers increase
the quality of their code while reducing the high level of risk presented by
cryptographic tokens and blockchain technology.

Blockchaintechnology and cryptographic assets present a high level of ongoing risk.
Numen’s position is that each company and individual are responsible for their own
due diligence and continuous security. Numen’s goal is to help reduce the attack
vectors and the high level of variance associated with utilizing new and consistently
changing technologies, and in no way claims any guarantee of security or

functionality of the technology we agree to analyze.
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