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Shameless Self Promotion
Security Consultant at Numen Cyber Technology, Singapore

Contributed security to Samsung, HCL, Whatsapp, Photobucket, Digit, TVF and many
more.

Developed smallest possible ( 2kb ) code which could crash Whatsapp

Created wannasmile which was used to protect users from wannacry

Invited to speak at NullCon, ToorCon, AndSec, G0S, BPM etc.

Helped Indian Government detect and fix sites affected from Crypto Jacking



Previous Research on Cryptocurrencies

My Previous research in cryptocurreny and cryptojacking got featured in 



Previous Research on Cryptocurrencies

Got featured in a documentary by



Disclaimers

This is not a financial advice

This presentation is only for educational purpose



What is Blockchain ?
• Blockchain is a shared, immutable ledger that facilitates

the process of recording transactions and tracking assets
in a business network.

• Anything of value can be tracked and traded on a
blockchain network, reducing risk and cutting costs for all
involved.



What is Smart Contract ?
• Smart contracts are simply programs stored on a

blockchain that run when predetermined conditions are
met.

• It allows developers to build dapps that take advantage of
blockchain security, reliability and accessibility



What is Smart Contract ?



What is cryptocurrency ?
• Cryptocurrency is a digital asset

that can be exchanged.

• The "crypto" part stems from the
use of cryptography for security
and verification purposes during
transactions.



What people are going crazy about it ??

Value of Bitcoin in 2010 – 0.1 USD
Value of Bitcoin in 2021 - 68,000 USD



Why hackers love it ?

Because it is :

• Digital
• Decentralized
• Global
• Unregulated
• Anonymous



Outcome !!

• January to November 2022, hackers stole 
$4.3 billion worth of cryptocurrency

• Americans lost $329 million to 
cryptocurrency scams in Q1 2022

• Investors in Hong Kong have lost $50 
million to cryptocurrency scams in 2022.

• Young people (20 to 40) are more 
susceptible to crypto scams.



Some top hacks of 2022 !!

• Qubit Finance bridge exploit — $80M

• Harmony bridge hack — $100M

• BNB Chain bridge exploit — $100M

• Nomad token bridge exploit — 190M

• Wormhole bridge exploit — $321M

• Ronin bridge hack — $612M



What is Bridge



What is Bridge

Bridge allows users to transfer value from one chain to the other. if you have 
bitcoin but want to use it on ethereum, you can do that through a bridge.



Bridge Hack POC

https://github.com/SunWeb3Sec/DeFiHackLabs



Bridge Hack Technical Analysis

Read the technical analysis of various bridge hack at Numen Cyber Blog

https://medium.com/@numencyberlabs



Fun Fact



Web3 fun fact

Can you guess the bug bounty amount given by Wormhole ?



Web3 fun fact

Can you guess the bug bounty amount given by Wormhole ?

USD 10 Million for 1 bug



The world of crypto scams

Bo Shen
Founder of Fenbushi Capital



The world of crypto scams

Luke Dashjr
Bitcoin Developer

Crypto stolen : 200 BTC



Public Key and Private Key



Different types of wallets



How cryptocurrencies are stolen



Run an exchange – Just kidding



Clipper Change
Attacker infects Known browser plugins .

These Plugins detects cryptocurrency address and change the address to
attacker address in clipboard



Hardware Wallet seed attack



Cracking Private Key

In September 2022, users of Profanity, a vanity address generator for
Ethereum, were the targets of a private key cracking attack.

Attackers took advantage of a weakness in the wallet’s key generation
process to access and drain millions in tokens from users’ wallets.

Crypto stolen : USD 3.3 million



Cracking Private Key

While most Ethereum wallet addresses are random, these vanity addresses
are designed to contain a particular word, such as someone’s name,
somewhere within the address

Generation of random values, such as private keys, is commonly performed
using a cryptographic pseudorandom number generator (CPRNG) seeded with
a random value.

In this case, Profanity seeded the CPRNG with an unsigned integer, meaning
that there were only 232 (about 4.3 billion) possible seed values.



Cracking Private Key

A set of 1,000 GPUs could theoretically brute
force the private keys of every 7-character
vanity address generated using Profanity within
50 days.

And while this operation would be expensive,
the return on investment could be significant.



Hacked Mobile Apps
Attackers compromise known crypto apps or make clone apps to get
information like :

• Private keys
• 2FA
• OTP , etc



Phishing / Clone sites



Private Key reveal Attack
Attacker gives his private key victim ( Mostly Ethereum )

Account is loaded with ERC 20 tokens worth thousands of dollar

Victim falls into the trap as the account contains thousands of dollar worth tokens



Private Key reveal Attack
Victim fails to transfer it as Ethereum is needed to transfer ERC 20 based tokens.

Victim transfers few ethereum to the account in the hope of getting the tokens

Once ethereum is sent to the account, it gets auto transferred to some other account of
the attacker



Fake Account ( Social Engineering ) 



Telegram DM / Compromised Email List



Google Ads



How to secure your cryptocurrencies in 2023





Hardware wallets



Thank you
for your attention Find us at

Contact us at

+65 6355 5555

contact@numencyber.com


